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3
Rationale

KPN had volunteered to provide input for two points::

1)
Protection policies for the local SEPP:

-
selecting the option(s) for policy provisioning?

-
what will be standardized for Rel15?

-
what granularity of the scope?

2)
Provisioning of protection policies for the SEPP over N32.

With respect to 1) we observe the following:
-
Configuration on an NF basis may lead to configuration differences between different NF using the same data. For example, one NF may allow the SEPP to encrypt the IMSI, the other NF does not. We propose to have a solution where operators can configure encryption of IEs on the SEPP and overrule the NF configuration.

-
Policies need to be identifiable such that policies can be activated, deactivated, loaded, and purged from the system. We propose that policies have an identifier and a version number which is stored in the SEPP as well. This also allows downloading policies at install time and taking them into use later.
-
The SEPP should know which policy to apply even when the network is being migrated or is a mix between Rel-15 and Rel-16 elements. We should investigate which options there are for identifying the policy based on the request, an explicit indication, or based on IP address.
-
Policy provisioning could be simplified by providing a download link where the SEPP can download the policy.

-
It’s unclear how a default policy would be implemented: how does the SEPP know which fields there are?

With respect to 1) we propose the following:
-
The SEPP contains a ‘high level’ policy that combines with the policy of the individual NFs and should be able to override this policy. Basically, the SEPP should contain the switches to turn encryption of specific named elements on or off. The policy of the SEPP would contain four switches for release 15:

-
IMSI encryption

-
Location data encryption

-
Key material encryption

-
Other data encryption

-
Each policy contains which elements to confidentiality protect. ‘Which elements’ may be specified by their name in the json (identifier) or location in the URI. A default NF Rel-15 policy defines which fields are of type ‘IMSI’, ‘Location’, ‘Key material’ and ‘Other data’, where ‘other data’ refers to other data that can be encrypted.

-
Each NF comes with a default policy and a location where this policy can be obtained (i.e. https://nf-web-address/default/protection.policy).

-
Each policy contains an identifier and version such that policies can be identified and managed when they are loaded into the SEPP. An update of the policy may lead to a conflict and so identification and management of policies should be made possible.
-
The SEPP can be configured by loading policies into the SEPP. In release-15 we assume presence of the policies on the SEPP without considering provisioning.
With respect to 2) we propose:
-
The two SEPPs negotiate their combined ‘high level’ policy. The result is four encryption switches that are either turned on or off for a specific combination of PLMNs:
-
IMSI encryption

-
Location data encryption

-
Key material encryption

-
Other data encryption

-
Operators make specific agreements with IPX providers about which elements to change. This is the result of testing and the result of the business agreement that they have. Operators therefore have a specification (or at least the IPX provider could provide it) of this list. A potential problem is that this list may be operator specific due to incompatibility problems. There are three ways out of this:

1.
Operators specify which IPX providers can change their message and set the allowed changes to *

2.
Operators specify which fields can be changed by IPX providers, taking the most generic value

3.
Operators specify per peer operator which fields can be changed by IPX providers.
Option 1 and 2 seem reasonable for Rel-15. Option 3 seems to require too much work.

4
Detailed proposal

*** First Change ***
4.3.6
Solution #6: Policies for protection on the N32 interface
4.3.6.1
Introduction

A message protection policy determines which part of a certain message shall be integrity protected, which part of a certain message shall be confidentiality protected, and which part of a certain message shall be modifyable by IPX providers. For application layer protection of messages on the N32 interface, the SEPP shall apply message protection policies.
4.3.6.2
SEPP Default Policy
The SEPP shall contain an operator controlled protection policy that specifies which types of data shall be encrypted and which fields are allowed to be modified by exactly which IPX providers. The data-types defined at this moment are the following:

-
Data of the type 'IMSI'

-
Data of the type 'location data'
-
Data of the type 'key material'
-
Data of the type 'other data requiring encryption'

The list of fields that is allowed to be modified shall be set to "*" and the list of IPX providers shall contain a list of FQDN of IPX providers and their public keys.
This policy shall be updateable to include new data types.
Which data types are encrypted shall be configurable by the operator.

4.3.6.3
NF API Default Policy

Each NF API shall have a default policy stating the following:
-
Which IEs contain data of the type 'IMSI'

-
Which IEs contain data of the type 'location data'

-
Which IEs contain data of the type 'key material'
-
Which IEs contain data of the type 'other data requiring encryption'
A policy shall further contain data that identifies the exact policy, namely
-
The name of the NF

-
The version

-
An identifier

The NF default policy does not specify integrity protection.
NOTE: 
Larger networks can contain multiple NFs with the same API, e.g. three AMFs. The NF API policy applies to all NFs with the same API.


4.3.6.4
Provisioning the Policy from the NF to the SEPP
The NF may contain a web service where the latest policy can be downloaded.

The SEPP shall store the policy together with the NF name, the version, and the policy identifier. The policy will have the status 'inactive', until activated by the operator.
The SEPP shall provide an interface for the operator to activate and deactivate specific policies from an NF. For one specific NF only one policy shall be active at one time.





4.3.6.5
Message specific policies

Message specific policies are not supported.
4.3.6.6
SEPP to SEPP specific policy
Two SEPPs that exchange messages will need to agree on a specific policy. In order to do so, they exchange their active policy and negotiate the minimal set of encrypted data types. The negotiation works as follows:
1,
SEPP1 sends it's active policy to SEPP2
2,
SEPP2 compares the active policy to it's own active policy to obtain a resultant policy. The resultant policy shall turn encryption off for all data types, except for those where SEPP1 and SEPP2 both have encryption turned on in their active policies.

3.
SEPP2 sends the resultant policy to SEPP1, which compares the resultant policy with it's active policy to determine that encryption is turned on only for data types for which it's active policy has encryption turned on.
4.
If SEPP1 agrees with the resultant policy, it sends an OK. If not, it sends a new policy to the SEPP2 and the process repeats.
5.
The SEPP1 and SEPP2 store the policy for later reference.
NOTE: 
Clause 4.3.7 describes a mechanism for negotiating a message level protection policies which is an equally good alternative to what is described in this clause.
4.3.6.6
Evaluation
This solution achieves the following:

-
The ability to configure the usage of encryption by the operator;
-
The ability to negotiate the policy between two SEPPs;
-
A mechanism to activate and deactivate NF policies in the SEPP;
-
An optional standardized way of downloading policies from the NF.

*** End of First Change ***
